American Journal of Mathematical and Computational Sciences

2018; 3(1): 17-21
http://www.aascit.org/journal/ajmes

American Association for
Science and Technology

AASCIT

American Journal of

Mathematical and
Computational Sciences

Keywords

Chaos Systems,

Secure Communication,
Adaptive Control

Received: July 27, 2017
Accepted: November 24, 2017
Published: January 16, 2018

Secure Communication Using
Chaotic Synchronization

Yanjun Liangl, Jungqi Liangz, Zhongsheng Wang3

'School of Computer and Information Engineering, Anyang Normal University, Anyang, China
“Shanghai Sunking Construction Management & Consulting Co, Ltd, Shanghai, China
3Department of Automation, Guangdong Polytechnic Normal University, Guangzhou, China

Email address
353572709@qq.com (Yanjun Liang)

Citation

Yanjun Liang, Junqi Liang, Zhongsheng Wang. Secure Communication Using Chaotic
Synchronization. American Journal of Mathematical and Computational Sciences.
Vol. 3, No. 1, 2018, pp. 17-21.

Abstract

Problem of chaotic synchronization for secure communication is studied. Partial state
synchronization for a class of chaos systems with uncertain parameters is investigated.
The different values of the uncertain parameters represent different chaos systems. Partial
state variables synchronization control for the class of uncertain chaos systems is
developed. In order to make certain state variables asymptotically stable and adaptive
parameters identify the uncertain parameters, using partial state stability theory and
adaptive control method, a Lyapunov function is constructed, partial state variables
synchronization controller and adaptive regulator are designed for the class of uncertain
chaos systems. Layapunov stability theory is employed in proving the theory correctness
of the controller and regulators. Numerical simulation results illustrate the effectiveness of
the proposed controller and adaptive regulators.

1. Introduction

Chaos is a unique form of nonlinear systems, and is an aperiodic motion form which
exists widely in nonlinear systems. This motion form can find in almost every branch of
natural science and social science.

In 1990, Pecora and Carroll realized synchronization of chaos [1], because chaotic
synchronization has very broad application prospects in secure communications, signal
processing and life sciences, and it has been one of the hottest research topics in nonlinear
science over the past decade, and has aroused great attention and carried out extensive and
in-depth research [2-3]. Because chaotic signal has characteristics such as aperiodicity,
continuous broadband frequency spectrum, noise-like, very complex trajectory and
unpredictability, the chaotic signal is very suitable as a carrier for secure communication.
In recent years, chaos control theory has developed tremendously, and laid a theoretical
foundation for chaotic secure communication, and lots of results have been achieved in the
study of chaotic secure communication. A hybrid dislocated projective synchronization
and secure communication scheme has been researched by Zhang and An in [4]. Mengue
and Essimbi have studied the coupling of semiconductor laser chaotic secure
communication scheme in [5]. Compound synchronization of four memristor chaotic
oscillator systems and secure communication have been developed by Sun and Shen in [6].
Luo and Wang have studied finite-time stochastic combination synchronization of three
different chaotic systems and its application in secure communication in [7]. Nguimdo and
Colet have researched digital key for chaos communication performing time delay
concealment in [8]. Role of chaos in quantum communication through a dynamical
dephasing channel has been studied in [9] by Lemos and Benenti. Chaotic wireless
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communication has been researched by Ren and Baptista in
[10]. In addition, the chaotic secure communication of
complex networks has also been greatly concerned in [11-12].

In this paper, partial state variables stabilization control for
the class of uncertain chaos systems is developed for encryption
communication. In order to make certain state variables
asymptotically stable and adaptive parameters identify the
uncertain parameters, using partial state stability theory and
adaptive control method, a Lyapunov function is constructed,
partial state variables stabilization controller and adaptive
regulators are designed for a class of uncertain chaos systems.
Our controller can guarantee the uniformly ultimate
boundedness of the solution of the closed-loop system, and
make the tracking error arbitrarily small for uncertain
parameters. Numerical simulation results illustrate the
effectiveness of the proposed controller and adaptive regulators.

2. System Structure

Secret key Chaos driving system

Cipher text

Clear text ®

Figure 1. Choas encryption system chart.

The chart of chaos encryption communication system is shown
in Figure 1, and it consists of secret key and clear text modules,
chaos driving system and cipher text modules. The secret key is
the input of chaos driving system, then do the operation of
exclusive or with the clear text, and generate cipher text. The
detail of chaos decode system is demonstrated by Figure 2, and it
constitutes of the operation of exclusive or module, chaos
response system module and uniformization module. This secure
communication using chaotic synchronization is a security
algorithm based on improved one-way sin ring iterative system.
Using the improved lattice algorithm, it can generate the
required pseudo-random sequence, the algorithm based on the
initial function has good performance of anti-crack, and high
security, high reliability, eliminates common drawbacks of
bandwidth expansion, strong operability.

Clear text input
.

Secret key output

Exclusive or

Chaos response
system

l«——— Uniformization

Figure 2. Chaose decode system chart.

3. Chaotic Encrypting and
Synchronizing Module

Consider the following chaos systems

Secure Communication Using Chaotic Synchronization

x(t) = f(x)+F(x)8 (1)

where x(¢) is the state vector of the system, @is the
parameters vector of the system, and
xOR",60R",
S =col(fi. fornfp)OC (R, R™ ), @)
F=(F)mOc! (R”, R™ )

Eq. (1) is the driving system which is used to drive the
following response system:

2(1)=f@+F()a) 3)
is synchronous with the drive system and the parameters
a(t) can be regulated to parameters @ simultaneously, such
that lim e() =0, lim B(z)=0, where e(t)=z(t)—x(¢)

t - +oo t -+

is defined as state error, and [(z) =a(t)—6is defined as

parameter error.
Form (1) and (3), we have the error system

et)=f2)- [+ (FE)-F®)a@) + FRBH+UG  (4)

Our control aim is to design appropriate controller to make
partial state variables stable asymptotically, and regulator
recognize the uncertain parameter 6.

4. Design of Controller and Adaptive
Law
In order to design partial state variable controller for

systems (4), we introduce two lemmas.
Consider differential equation

x = f(t,x), (5)
in which,

f(t,x)OCLIXR",R"], f(2,0) =0,

X =col(y,2) = COL(X, Xy yeres Xy s Xps1s Xz oo X ) O R,
¥ =col(x), Xy X, ) OR™,
z2=¢0l(Xy41s Xpans- X, ) ORP,

(m +p= }’l),
NEDYSIEED YO
i=1 i=l
n
o= 0.

i=m+l

Lemma 1 A necessary and sufficient condition of function
V(t,x)UCU*R",R), and V(¢,0)=0 positive definite for
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y is Opr)0K in Q={x|<H} satistying

Vit,x) 2oy . (6)

Proof The sufficiency is obvious, then we prove the
necessity.

Letg(r) = 1Han V(t,x), because @(r) is K function,

we have @(0)=0, Or>0, @#(r) >0, and it is monotone not

decreasing functioninr < R.
Now, we prove @(r) is continuous function. Because

V(t,x) is continuous function, Oe>0, 00 >0, when
0<r,—5 <0, wehave
P(r,)=P(ri) = IH Vit,x)- 1 H V(t,x)
nE|x|= n<|x|s
= inf V(t,x)-V(t,x,)
nall<r )

SV(tx)—V(t,xy)

<£(||x1 —x0|| <r, -5 <0),

in which, when x, 0D, = {x|r2 < ||x|| <R}, we take y =x,;
when x, 0D, ={x|r2 S”x"SR} , take y as the point of

intersection of half-lines Ox, and "x" =71, therefore @(r)is

continuous.

Let ¢(r) = <P,

when0<7r <p SR,Wehave

a( ) it is obvious that ¢(0) =0, and

)_@(”1) ”14_0—(”2) Vza(’”z)

P(r =o(r), ®)

Therefore @(r) is strict monotone increasing function, and
we have 90K , and

dph=a(h:= inf re.O<VEx) ()

Lemma 2
Vt,0)=0

7] < ~e(bihenk),
equations (5) is stable for y .

If function V(t,x)JCU*R",R), and

satisfies (6), and its derivative makes

trivial solution of differential
Proof It is easy to know that for each ¢, =0, there exists

d(ty) >0, and when ||x0|| <d(ty), we have

||y(t,t0,x0)||<H(t2t0). (10)
Assume that A(%,) < sup V (¢, x) , take
|xol<o
T(ty, &) = Aty)/ c(€) . (11)

Now we prove that for Oe0(0,H),t, 01,000(¢)) >0 and
T(ty,€)>0, and for Ox, 0S5 = {x|||x|| <0}, there exists

; U(#y.ty +7) making “y(t*,to,xo)“ <&. We use the proof
by contradiction methord. If é‘SHy(t*,to,xo)”<H , when

tO[ty,t, +T) , from V‘ 3 S —c(”y")(c 0K), we deduce that

0<P(&) < Pyt +T,10, %))
SV(@E+T,x(t+T,ty,%))
<V(ty,xy)—c(ET
=V (ty,x)—Aty) 0.

(12)

It is not possible for (12), then we know that the conclusion
is proved by the condition of the lemma and the dependency of
solution to starting value. Therefore

[y 10,50 < £ (13)
and it is proved for the lemma 2.

Next, we will design stabilization controller and adaptive
regulator. We choose the controller in the following form

U@ =-Te®)+ f(x)-f(2)

HE(x) = F(2)alt) (9

where [ is any positive definite symmetric matrix. The
regulating law of parameter error () takes the following

form

B(0)==AB0) = F" (x)e(t) (15)
Substituting (14) into the error system, we have the
following error system and parameters identification system:

(1) =-Te(t)+ F(x)B(t),
B(t) = FTx(t)e(t) = AB(t)

Then, we can get the following theorem.

Theorem 1 The closed-loop control systems (16) are stable
asymptotically on effect of controller (14) and adaptive
regulators (15).

Proof Take a Lyapunov function

(16)

V(t,x) = %(eT Oe)+ BT OBW). ()
we have
W= et + BT (0 B0)
dt ©)
=e' ()[-Te®)+ F(x)B1)] (18)

+B" ([ F " x(t)e(t) — A(a(t) - 6)]
=-Te' (De(t) - AB" () B(1)
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According lemma 2, the closed-loop control systems (16)
are asymptotically stable for partial state variables and the
adaptive regulator £(¢) .

5. Numerical Simulations

In the study of chemical reaction with intermediate product,
Rossler proposed the equations [15]

Xp = 7X T X3,
Xy =X taxy, (19)

X3 =b+x;(x; —c¢),

in which x;,x, and x; are state variables, a,b,cLR, are

uncertain parameters. When ¢ =5 =0.2 andc=5.7, it is a
chaos system, and Figure 1 is its time response Figure.

25

201

5 10 15 20 25 30 35 40
time t/s

Figure 3. Time response of Rossler systems
In order to study the synchronization of the Rdssler systems (1), the response

systems are constructed as follows

V="V Ty Ty,
= ta )y, tu,
V3 =b () + y3(n — (D).

(20)

Obviously, the response systems have the same structure as
the drive systems (1), and the  parameters

a;(t),b(1),c;(t)UR, are estimate for uncertain parameters

a,b,c of the Rossler systems (1). In this paper, we study
partial state variables stabilization control problem, and the
parameter ¢ is unknown, b,c known.

We can obtain the error systems from the drive systems (19)

and the response systems (20), and they are as follows
e =—e; —e3tuy,
& =e tay(t)y, —ax; tu,,

ey = b (1) b+ y3 = x3x = y3¢ (1) + x5,

2

in which, ¢ =y, -x, e =y,-x, , e =y;—x; are the
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errors of the state variables.

Our aim is to design appropriate controller to make partial
state variables synchronization of the response systems (20)
and the drive systems (19), namely, y; with x; and y,
with x, synchronization, and recognized the uncertain

parameter a , it is can also described as following

lim ¢, (1) =0,

- 00

Jim €;(6) =0, (22)
lim B(¢) =0,

)

in which, B(¢) =a(t)—a is parameter error.
In order to achieve the control aim (22), we design the
controller and adaptive regulator as following
u (t) = e;(1) — ¢ (2),
Uy (1) = =(I+a (1)ey (),
B1) ==x,(0)e (1)

(23)

then, we have the theorem as follows
Theorem 2 The controllers and adaptive control laws
described in (23) make the equations in (24) tenable.

lim e (¢) =0,
{00

lime,(¢) =0, (24)
{00
lim 3(¢) = 0,
t — 00
Proof Take a Lyapunov function
Vit = e+l (0~ () 25)
BT 27 2

for the error systems (3). According lemma 1, it is positive
definite for e, (¢) and e,(¥),and its derivative along the error
systems (3) is as follows

% = el(t)él(l) +€2(t)é2(t) +ﬂ(t)ﬁ(t)

=e (- (1) —e (D) +u () +(a (1) —a)a, (1)
+ey (1)(e (1) + a () y, (1) = ax,y (1) + u, (1))
== (D)ey () — e (Des (1) +uy (H)e (1) +
e (D)ey () +a, (1) y (e, () —ax, (H)e, (1) +
uy (e, (1) + (a, (1) +a)a (1)
=—e(Des (1) Yuy(t)e (1) + ay (1) y, (e, (1) —
ax, (t)e; (1) +uy (H)ey (1) +
(@) (1) + a)(=x,(1)e (1))
=—e (e () +(e3() —e (D)e () +
a (D) y, (e, (1) = ax, (1)ey (1) +
(= +a;(®))e,())e, () +
(@) (1) + a)(=x,(1)e (1))
=—e () —e, (1)
<0
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According lemma 2, the error systems (3) are
asymptotically stable for errors e,(¢), e,(t) and the adaptive

regulator [5(¢) .

In order to further check the effectiveness of the controller
and adaptive control laws described in (7), we use Matlab
software to simulate the result of the control systems (3) with
the effect of the controller and adaptive control laws. The
results are shown in Figure 2, in which the parameters and the
state variables are chosen as « =0.2, y(0)=(-5,-4,-4),

4,(0)=0.01, x(0)=(2,3,2).

the errors: 8,8, 8

Figure 4. The control curves.

Figure 4 is the control curves of the state variable errors
e, e, and e;, from which we can see that the state variables

e, e, have very good asymptotically stability with the effect
of the controller and adaptive control laws, and ¢,(¢) can

respectively recognize the values of uncertain parameters a,
and have very good real-time trait and strong robustness.

6. Conclusions

In this paper, partial state control theory is applied to
secure communication. Because of inaccuracy generated by
system modeling, parameter measurement and model
linearization in practical application, it is inevitable that
controlled system is affected by inaccuracy facts in
engineering. One is interested in partial state variables of some
practical problems in control engineering, and some state
variables cannot be controlled or measured. On account of
these conditions, the problem of partial state variables
stabilization control for a class of uncertain chaos systems is
studied. Using partial state stability theory and adaptive
control method, partial state variables stabilization controller

and adaptive regulators are designed, and numerical

simulation results illustrate the effectiveness.
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