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Abstract: In the past, mobile devices are used for making/receiving calls and SMS. Smartphones become the most common 

and typical mobile devices in recent years. They merge the PDA (personal digital assistant) with the functionality of mobile 

phone. Moreover, they are provided many functionality of the computers, such as processing, communication, data storage and 

etc. Also, they provide many services that the computers make them available, for example web browser, video call, GPS, Wi-

Fi, different social media application and etc. Recently, email is one of many relevant communication services that accessed 

commonly using smartphones. One of most popular operating systems in smartphones that using it, is android. In this paper, 

email encryption on android is present using Asymmetric key for files, emails, and texts to encrypt/ decrypt, sign email/file, 

and verify. Both OpenKeychain and Samsung email is used in this paper to simulate the use of PGP on android. This paper 

proposed the use of asymmetric in the same mobile application which is compatible with all OS platforms software. 
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1. Introduction 

Smartphone is a mobile device with advanced mobile 

operating system that is combined the mobile device features 

with the features of a personal computer. In spite of the fact 

that most of the users consider the smartphones similar to 

mini-offices, few of them essentially think through of 

considering it as a protected environment to store their 

personal information. Actually, TLS (transport layer security) 

and SSL (secure socket layer) protocols, that provide 

authentication and encryption, are not protected enough, 

since they are not supported by all servers. Furthermore, the 

FREAK vulnerability can be utilized to breakdown both 

Android and iPhone email encryption when TLS is used. [1] 

In recent times, email is one of the most essential 

communication services that gain access by using mobile 

smartphones and in sometimes confidential data might be 

sent over. One of the most popular smartphones OS that 

make use of email, is android. Providing an application to 

encrypt/ decrypt and sign/verify the messages and files that 

send using asymmetric encryption as a client-side encryption 

made the email more secure and the transferred data 

protected while sends from the source end-user to the 

destination end-user. 

2. Background and Literature Review 

Android OS: 

Google is developed a mobile operating system based on 

Linux kernel (java-based) called Android, which is currently 

running on smartphones. On the other hand, it is announced 

in November 2007 by the Open Handset Alliance. It is open 

source and releases under Apache license v2. It supports: Wi-

Fi, Bluetooth, 3G and 4G communication protocols, 

accelerated 3D graphics, GPS, SMS messaging, and etc. [2], 

[3]. The developer of third party android application is using 

Java. However, some of the developers would like to make 

the source code of the application more complicated, they 

used C or C++ which is not improved the performance of the 

application. [4] 

Android is attempting to re-set the goals of the traditional 

OS to be the most secure and usable operating system for 

mobile platforms, in order to provide the following 

objectives: [5] 

1. Protect the data for both the application and the user 

2. Protect system resources 

3. Provide isolation for the application from the system, 

end-user, and other apps 

In order to achieve these goals, Android supports the 

following features: 
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1. At the OS level through the Linux kernel, robust 

security is implemented. 

2. For all the apps, mandatory application sandbox is 

provided. 

3. Making the inter-process communication secure. 

4. Signing the app. 

5. Application-defined and user-granted permissions. 

RSA Algorithm: 

(Rivest-Shamir-Adleman) RSA algorithm is a 

cryptosystem for public key encryption, which is commonly 

used to protect sensitive data especially when they sent over 

the internet, which is insecure network. It is an asymmetric 

cryptography that uses two keys (public and private) to 

encrypt and decrypt. It support a technique of guaranteeing 

the confidentiality, data integrity, authenticity, and non-

reputability in communication. There are various protocols 

depend on on RSA for encryption and digital signature 

functions, such as OpenPGP, SSH, SSL/TLS, and S/MIME 

[6]. 

Asymmetric cryptography implements a digital certificate 

in order to provide a layer of security and validation, which is 

contained an information to identifies the owner of the 

certificate combined with its own public key that is singed by 

certificate authority (CA). 

The key size is directly determine the encryption strength 

and expanding key length brings an exponential increase in 

strength, while it does damage the performance and speed. 

RSA keys are typically 1024, 2048, 3072 or 4096 bits in 

long, nevertheless specialists believe that in the near future 

the 1024-bit keys could be broken, which is explained the 

moving to a minimum key length of 2048-bits, 3072 bits or 

4096 bits [6], [7]. 

DSA and ECC algorithms: 

DSA stands for digital Signature Algorithm, which has 

two key the public key to make the verification by any one 

and private key to make the creation of signature. It uses a 

various algorithm for signing and encrypting to RSA, which 

achieve same level of security so far. It is a United States 

Federal Government standard, and uses a SHA 256 as a 

signature algorithm [8], [9]. 

While ECC stands for Elliptic Curve Cryptography, which 

capable of stronger security, improved performance, and so 

far shorter key length. In contrast, The 256-bit ECC key 

compares to the same security as 3072-bits of RSA key. It is 

considered to be the most efficient and scalable algorithm, 

and it uses a SHA 256 as a signature algorithm [8]. 

The shorter key of ECC needs: 

1. Less computer power 

2. Faster 

3. Secure connection 

Background Research: 

In 2009, Block Cipher RC2 and MD5 hash function has 

been performed by Indonesian researcher to provide secure 

email communication by building an add-on for Mozilla 

thunderbird however, it achieves only confidentiality features 

[10], [11]. In 2011, ElGamal encryption algorithm has been 

implemented in order to secure the email communication on 

android however, it achieves the confidentiality only [12], 

[11]. 

In 2012, Rabbit algorithm, which is symmetric algorithm, 

is used to develop an android application to encrypt/decrypt, 

send/receive, and read the email content on client side using 

java programming languages combined with email content 

editor. Rabbit algorithm is used 128 bit to encrypt a plaintext 

and 128 to decrypt a cipher text. It has 17 variables one carry, 

8 inner states, and 8 counters. It supports three schemas: 

extraction, key setup, and next state function. Initiating value 

of variables is done by key setup schema, then to update the 

variables value, the next state function schema is used, after 

that to generate 128 bit pseudorandom string using the 

extraction schema. XOR is used between the pseudorandom 

string and the 128 bit of plaintext to create the cipher text. [4] 

In 2012, securing email communication using hybrid 

cryptosystem on android devices is performed which is 

consisting of AES 128 bit encryption, RSA 1024 bit, and 

SHA 160 bit. The researchers achieve the non-repudiation, 

confidentiality, data integrity, and authentication [11]. 

In 2016, hybrid cryptosystem is suggested to be used in 

order to secure the emails on android platform, which is 

combination of hash function, public key encryption system, 

and symmetric encryption. Actually, all security systems use 

cryptographic algorithms and techniques that is unbreakable 

due to their entanglement. In email encryption that is 

proposed to design new protocol that use ping pong- 128 

(symmetric cipher) and RSA cryptography (public key) with 

MD5 hashing function. Symmetric cipher is significantly 

faster than asymmetric, however it required a third party to 

exchange the keys. The disadvantage of RSA algorithm is the 

speed. Hybrid cryptosystem is considered to be the highest 

secure type of encryption on the assumption that the pair of 

public and private keys are fully protected. This 

cryptographic algorithms involve of providing data 

confidentiality by using ping pong 128 bit stream cipher, data 

integrity by using MD5 hash function, and authentication and 

non-repudiation by using combination of RSA 1024 bit with 

MD5 bit. [7] 

In 2016, National security agency of US, lists the usage of 

commercial national security algorithms as shown in table 1: 

[13]. 

Table 1. US NSA algorithms uses. 

Algorithm Usage 

RSA 3072-bit or larger 
Key Establishment, Digital 

Signature 

Diffie-Hellman (DH) 3072-bit or larger Key Establishment 

ECDH with NIST P-384 Key Establishment 

ECDSA with NIST P-384 Digital Signature 

SHA-384 Integrity 

AES-256 Confidentiality 

3. Android Email Encryption Tools 

Android privacy guard (APG) is a free and open source 

software for the android platform. It is used for 

encrypting/decrypting files, email/text messages and etc. Even 
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though not all OpenPGP features are currently available in this 

app, it allows the user using a public/private key pair to 

encrypt/decrypt and sign files/messages. The application 

provides user-based, strong encryption which is compatible with 

GNU Privacy Guard (GPG) and the Pretty Good Privacy (PGP) 

software [14]. Since March 2014 this software is updated and it 

is no longer in a further development. Concerning December 

2010 and October 2013, there was not new released version of 

APG [15]. However, a fork of APG called OpenKeychain has 

added a number of new features, which have been combined 

back into APG lately. It is free and open source software [16]. 

By depending on symmetric encryption and a strong passphrase 

the user can also encrypt individual files without using a 

public/private key pair. It has the implementation of an 

OpenPGP for android operating system. The license of 

OpenKeychain is under GPLv3+. The implementation of APG 

depends on the Spongy Castle APIs [17]. 

 Features: [18], [16] 

1. Donate is added in-app purchases to the developers. 

2. Pre-fill email and name addresses as part of identity. 

3. Connect keys to the contacts which is support offline 

only. 

4. Import/export keys from SD card as a file. 

5. Scan QR Codes to add other people's keys using the 

Camera. 

6. NFC permission to use YubiKeys, Internet permission 

to retrieve keys. 

7. Encrypt and sign messages, then send them via your 

preferred email app. 

8. Decrypt messages and verify signatures. 

9. Based on the keys used to sign/encrypt the received 

message, the response to decrypted messages with 

quoting and automatic filling of receiver key and 

signature (supported in K9). 

10. Support file managers for easier file selection where 

necessary. 

11. File encryption/decryption with asymmetric and 

symmetric cyphers. 

12. Key management (import, create, edit, export). 

In this paper, OpenKeychain has been used to simulate the 

using of PGP on android platform that is similar to OpenPGP 

implementation such as GnuPG for windows desktop. The 

using of the software is for the sending and receiving 

encrypted email messages, signed messages /email messages, 

and encrypt and decrypt messages/ text/files. On the other 

hand, Samsung Email is used as another tool to sign and send 

encrypted emails as well, which is the email that the OS 

provided to the users. 

4. Tools Experiment Results 

a. OpenKeychain 

First of all, the user need to create/ import a pair keys 

(public and private) of Asymmetric encryption after install 

and launch the app. The key has a number of aspect as follow 

the expiry, the usage, and the length and type of the key. It 

takes time to create the key, and after that the key will be 

ready to share and export. When the key created on android 

OS, three sub keys will be created with. 

On the other hand, the second person has a key as well, it 

need to be imported in order to exchange secure messages. 

As shown in figure 1 there is an orange sign which means the 

key is not verified with the fingerprint. Figure 2 shows the 

confirming the fingerprint. 

 

Figure 1. The fingerprint of the public key. 

 

Figure 2. The confirmation of the fingerprint. 
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b. Samsung Email 

The RSA key is provided with 1024 bit, and 2048 bit when 

the key is created. Nevertheless, this encryption technique in 

build-in Samsung email is support the encryption/decryption 

and signing/verifying on the same OS which is android and 

the same application which is Samsung email. 

The author experimental results shows that, all apps that 

have been used in this paper could be performed in a single 

android application. Furthermore, different encryption 

algorithm could be implemented in order to secure the 

communication through the email and implementing it in all 

mobile platform to be compatible to communication among 

all end-users who have different OS on their smartphones. 

5. Conclusions and Future Work 

Most of the mobile application that developed to provide a 

secure email communication, however they have not 

implemented all the PGP features. OpenKeychain does 

implement all techniques PGP, nevertheless this mobile 

application is need to be implemented directly to the email 

without using another app. Samsung email does implement 

the encryption and signing into the email directly, however it 

is not compatible with any platform only if both users use 

android and same application of email. 

In conclusion, this paper that provide an overview of the 

using secure email communication with encryption and 

trying to propose the use of Asymmetric encryption, which is 

implementation of PGP that could be similar to PGP for 

windows for encrypting, decrypting, signing, and verifying 

emails, text messages, and files that through any android 

email application in same application that provide email 

service without using different apps to do the encryption 

techniques and then send the email through the email app. 
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