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Abstract 

The security of cryptographic algorithms such as block ciphers and public-key 

algorithms relies on the secrecy of the key. Traditionally, when cryptanalysists examine 

the security of a cryptographic algorithm, they try to recover the secret key by observing 

the inputs and outputs of the algorithm. Assuming this type of attack models, 

cryptologists have made commonly-used cryptographic algorithms secure against such 

attacks. However, a real computing device not only generates the outputs specified in 

algorithms but also inevitably produces some other information such as timing and 

power. These types of information, called side-channel information, can be exploited in 

side-channel attacks to retrieve secret keys. Side channel attacks have successfully 

broken many algorithms. The attacker obtains the value of secret key at single instance 

some iteration is called Major Collisions. The attacker gains two values of random 

integer at some iteration are called Minor Collisions. We have provided a brief 

background on Simple (SPA) and Differential (DPA) power and electromagnetic analysis 

attacks on the classical ECSM algorithms. We study on minor collisions and to provide 

an analytic result for their probability of occurrence as well as effect of the fixed 

sequence window method. We prove that mathematically the minor collisions are 

reduced up to 50% of major collisions. We analysis the role of Major and Minor 

collisions in side channel attacks. 

1. Introduction 

Some implementations of cryptographic algorithms often leak “side channel 

information.” Side channel information includes power consumption, electromagnetic 

fields and timing to process. Side channel attacks, which use side channel information 

leaked from real implementation of cryptographic algorithms, were first introduced by 

Kocher [16]. Side channel attacks can be often much more powerful than mathematical 

cryptanalysis. 

Power analysis attacks use the fact that the instantaneous power consumption of a 

hardware device is related to the instantaneous computed instructions and the 

manipulated data. The attacker could measure the power consumption during the 

execution of a cryptographic algorithm, store the waveform using a digital oscilloscope 

and process the information to learn the secret key. Kocher et al., in [16], first introduced 

this type of at-tack on smart cards performing the DES operation. Then Messerges et al. 

[12] augmented Kocher’s work by providing further analysis and detailed examples of 

actual attacks they mounted on smart cards. 

These attacks are broadly divided into two categories; simple and differential analysis 

attacks. We will refer to the former category as SPA attacks and the latter as DPA attacks. 

Though SPA and DPA are the acronyms for simple power analysis and differential power  
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Analysis. SPA attacks are those based on retrieving valuable 

information about the secret key from single leaked 

information from power consumption or electromagnetic 

emanation trace. On the other hand, DPA attacks generally 

include all attacks that require more than one such trace 

along with some statistical analysis tools to extract the 

implicit information from those traces. 

When the relation between the instructions executed by a 

cryptographic algorithm and the key bits is not directly 

observable from the power signal, an attacker can apply 

differential power analysis (DPA). DPA attacks are in general 

more threatening and more powerful than SPA attacks 

because the attacker does not need to know as many details 

about how the algorithm was implemented. The technique 

also gains strength by using statistical analysis and digital 

signal processing techniques on a large num- ber of power 

consumption signals to reduce noise and to amplify the 

differential signal. The latter is indicated by a peak, if any, in 

the plot of the processed data. This peak appears only if the 

attacker’s guess of a bit or a digit of the secret key is correct. 

The attacker’s goal is to retrieve partial or full information 

about a long-term key that is employed in several ECSM 

executions. Coron [5] has transferred the power analysis 

attacks to ECCs and has shown that an unaware 

implementation of EC operations can easily be exploited to 

mount an SPA attack. Window methods process the key on a 

digit (window) level. 

2. Relative Work 

Kocher et al., in [12], first introduced this type of attack 

on smart cards performing the DES operation. Then 

Messerges et al. [12] augmented Kocher’s work by 

providing further analysis and detailed examples of actual 

attacks they mounted on smart cards. Coron [5] has 

transferred the power analysis attacks to ECCs and has 

shown that an unaware implementation of EC operations 

can easily be exploited to mount an SPA attack. Window 

methods process the key on a digit (window) level. Fixed-

sequence window methods were proposed [9, 14, and 15] in 

order to recode the digits of the key such that the digit set 

does not include 0. 

As for the SPA attack, Kocher et al. were the first to 

introduce the DPA attack on a smart card implementation of 

DES [12]. Techniques to strengthen the attack and a 

theoretical basis for it were presented by Messerges et al. in 

[9; 12]. Coron applied the DPA attack to ECCs [2]. A 

potential DPA countermeasure is known as key splitting [11]. 

3. Research Problem 

In the existing system, [7] experiments are conducted it-

relatively for n collisions and find out the length of bits 

according to n. When we taken the window length = 4, 

excluding the significant bits of w and the values of kj the 

collisions average is 63%. The maximum number of collisions 

t are varied from higher towards the mid- dle iterations, then 

first and last iterations from 12 for 40 bit integers and 23 for 50 

bit integers. According to [7], it is not mathematically proved 

that when the probability was reduced or increased according 

to the major collisions depends upon the value of the least 

significant jw bits of length. 

4. Research Work 

4.1. Elliptic Curve Scalar Multiplication 

(ECSM) 

Scalar multiplication in the group of points of an elliptic 

curve is analogous to exponentiation in the multiplicative 

group of integers modulo a fixed integer. Thus, it isthe 

fundamental operation in EC-based cryptographic systems. 

The scalar multiplication, denoted kP, is the result of 

adding the point P to itself k times, where k is a positive 

integer, that is kP = P + P + · · · + P | {z} k copies and −kP 

= k (−P). u is said to be the order of P if u is the smallest 

integer. 

Let (
1n

K , 
2n

K , ..., 
1
K , 

0
K )

2
2 be the binary 

representation of k, i.e., 
i
K  {0, 1} for 0≤ i < n − 1. Thus,  

kP = (
1

0

2
n

i i

i

K ) P= 2(2(· · · 2(2(
1n

K  P) + 
2n

K P) + · · ·) + 

1
K P) + 

0
K P= (

1n
K 12n P) + · · · (

1
K 2P) + (

0
K P)           (1) 

Hence, kP can be computed using the straightforward 

double-and-add approach in n iterations. 

4.2. Key Splitting Methods 

It is based on randomly splitting the key into two parts 

such that each part is different in every ECSM execution. An 

additive splitting using subtraction is attributed to [4]. 

It is based on computing= (k − r) P + rP                (2) 

The authors mention that the idea of splitting the data was 

abstracted in [3]. where r is a n-bit random integer, that is, of 

the same bit length as k. Alternatively, [5] suggest the 

following additive splitting using division, that is, k is written 

as 

k = /k r + (k mod r)                             (3) 

Hence, if we let 
1
K  = (k mod r), 

2
K 2 = /k r  and S = rP, 

we can compute 

KP = 
1
K p + 

2
K P                               (4) 

Where the bit length of r is n/2. They also suggest that (4) 

should be evaluated with Shamir-Strauss method as in 

Algorithm. However, they did not mention whether the same 

algorithm should be used to evaluate (2). 
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The following multiplicative splitting was proposed by 

Trichina and Bellezza [7] where r is a random integer 

invertible modulo u, the order of P. The scalar multiplication 

kP is then evaluated as 

kP = [kr-1 (mod u)] (rp)                     (5) 

To evaluate (5), two scalar multiplications are needed; first 

R = rP is computed, and then kr 1 R is computed. 

4.3. Major Collisions 

A Major collisions is defined as the occurrence of jK  = 

2 1z
K j at some iteration j  [1, z-1]. The intermediate 

point computed of this value of k j  is the same value that 

would be computed when no counter measure is in place. 

Lemma: For some j  [1, z-1], jK = 
2 1z
K j iff 1 0j

G  

= 0 

Proof: We know that K = g * r +h 

g = z j
G  * 2jw  + 1 0j

G  

h = z j
H  *2jw  + 1 0j

H  

Now K = ( z j
G * 2jw  + 1 0j

G ) * r+ ( z j
H * 2jw  +

1 0j
H )= ( z j

G * 2jw ) * r + 1 0j
G * r+ z j

H * 2jw  +

1 0j
H  

K= ( z j
G * r + z j

H )* 2jw  + 1 0j
G  * r+ 1 0j

H  

Let jK = z j
G * r + z j

H  

K = jK  * 2 jw + 1 0j
G  * r+ 1 0j

H                  (6) 

Case (i): 

Let us assume that 1 0j
G  = 0 

(1)  K= jK  * 2jw + 1 0j
H                   (7) 

But we know that 

jK =
2 1z
K j*2jw + 1 0j

K                     (8) 

From (2) & (3) 
jK  = 

2 1z
K jand 

1 0j
H  = 1 0j

K  

Case (ii): 

Let us assume that jK  = 
2 1z
K j 

1)  K= 
2 1z
K j * 2jw + G 1 0j  * r+ 1 0j

H          (9) 

But we know that 

K= 
2 1z
K j * 2jw  + 1 0j

K  

From (4) & (5) 

1 0j
G  * r+ 1 0j

H = 1 0j
K 1 0 1 0 1 0

*

2 2 2

j j j

jw jw jw

G r H k
 

1 0
*

2

j

jw

G r
 +

1 0

2

j

jw

H
=

1 0

2

j

jw

k
1 0
*

2

j

jw

G r
 + 0 = 0 

1 0
*

2

j

jw

G r
= 0 

r ≥ 12l r ≥ ( 1)2 z w  

z-1 =
l

w 2 jw
r

≥
( 1)2

2

z w

jw
 

z-1 ≤
1l

w 2 jw
r

 

w(z-1)≤l-1 1 0j
G = 0 

The Probability of major collisions=

( 1)

( 1)

2
2

2

z w

jw

z w

=
1

2 jw
=2

jw
 

4.4. Minor Collisions 

A Minor collision occurs when at some iteration j  [1, z] 

for two values ofr: r1 and r2, such that r1 ≠ r2 we have
1 2

j jk k

≠
2 1z
K j 

Lemma: Probability of the occurrence of the minor 

collision is around 
2

2

jw

 

Proof: We know that k = g * r + hand 

jK  = z j
G * r + z j

H  

Now 1

jK = 1z j
G  * r1 + 1z j

H  

2

jK = 2z j
G  * r2 + 2z j

H  

Case (i): 

Let h1 = h2 1z j
H  = 2z j

H                 (10) 

For 
1 2

j jk k  we have 

1z
G  * r1+ 1z j

H = 2z j
G  * r2 + 2z j

H  

1z j
G  * r1= 2z j

G  * r2 from (1) 
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1 1

1

*

2

z j

jw

G r
=

2

1

*

2

z j

jw

G r
                    (11) 

Since z = 
l

w
 

z ≤ 
1l

w
 

1 + zw ≤ l 

r1≥2
l
 and r2 ≥2

l  

r1≥2l jw and r2 ≥ 2l jw  

1

12 jw

r
≥

1

1

2

2

zw

jw
 and 2

12 jw

r
≥

1

1

2

2

zw

jw
 

Therefore 1

12 jw

r
 

And 2

12 jw

r
 

Eq (2) possible only when 
1z j
G = 0 and 

2z j
G  = 0 

Therefore the probability of occurrence of minor collision: 

1

1

1

2
2

2

zw

jw

zw

 = 
1

1

2 jw
=
2

2

jw

 

The above probability is the half of that of major collisions 

Case (ii): Let g1 ≠ g2 and h1 ≠ h2 

For 1 2

j jk k
 

1z
G  * r1+ 1z j

H = 2z j
G  * r2 + 2z j

H +
1

12

z j

jw

H
=

2

1

*

2

z j

jw

G r
 (12) 

Since z = 
l

w
  

z ≤ 
1l

w
 

1 + zw ≤ l 

Now r1≥2l , r2 ≥ 2l  

r1≥2l jw , r2 ≥2l jw  

1

12 jw

r
≥

1

1

2

2

zw

jw
 and 2

12 jw

r
≥

1

1

2

2

zw

jw
 

1

12 jw

r
 and 2

12 jw

r
 

Eq (3) possible only when 1z j
G = 0and 2z j

G  = 0 

Therefore the probability of occurrence of minor collision:
1

1

1

2
2

2

zw

jw

zw

 = 
1

1

2 jw
=
2

2

jw

 

4.4.1. Algorithm: Fixed-Sequence Window 

Method 

Window Methods 

This method is sometimes referred to as m-ary method. 

What is common among them is that, if the window width is 

w, some multiples of the point P up to ( 2w  − 1) P are 

precomputed and stored and k is processed w bits at a time. k 

is recoded to the radix 2w . k can be recoded in a way so that 

the average density of the nonzero digits in the recoding is 

1/(w + ), where0  2 depends on the algorithm. This 

ECSM method is suitable for unknown or fixed point P. The 

cost is Storage: t points, where 22w ≤ t ≤ 12w  depending on 

the algorithm. This ECSM method is suitable for unknown or 

fixed point P. The cost is Storage: t points, where 22w ≤ t ≤
12w  depending on the algorithm. 

Algorithm: Fixed-sequence window method 

Input: Window width w, d = /n w  an n-bit odd integer e 

and P  E(Fp). 

Output: eP 

1. Precomputation. 

1.1 T [ 12w  w−1] P. 

1.2 T [ 12w -1] 2P. 

1.3 For i from 12w to 2w  − 2 do 

T [i + 1] T[i] + T[2w  − 1]. 

1.4 fori from 12w − 1 down to 0 do 

T[i] −T[2w  − 1 − i]. 

2. e’ = SHR(e) = (E '

1d
...E '

0
) 2w . 

3. Q T[ '

1d
E  + 12w ]. 

4. For i from d − 2 down to 0 do 

4.1 Q 2w  Q. 

4.2 Q Q + T [E '

1
]. 

5. Return (Q). 

The Effect of Probability of Minor Collisions on Fixed 

Sequence Window 

The Probability of major collisions = 12 jw , j [1, 2]z  

Mathematically we find the probability of occurrence of 

minor collision: = 
2

2

jw

 j [1, ]z  

4.4.2. Performance Comparisons 

In the existing system according to major collisions the 

condition of major collision depends on the least significant 

jw +1 bits of g the probability of occurrence of this collision 
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is around 12 jw for both values of which are expected to be 

equally likely. The condition of minor collision depends on 

the value of the least significant bits of length. The 

probability of the occurrence of these collisions is around 
/22 jw  for the both values of hjw which are expected to be 

equally likely. 

Experiments are conducted iteratively for n collisions and 

find out the length of bits according to n. When we taken 

the window length = 4, excluding the significant bits of w 

and the values of jK  the collisions average is 63%. The 

maximum number of collisions t are varied from higher 

towards the middle iterations, then first and last iterations 

from 12 for 40 bit integers and 23 for 50 bit integers. 

According to [7], it is not mathematically proved when the 

probability was reduced or increased according to the major 

collisions depends upon the value of the least significant jw 

bits of length. The probability of minor collisions is reduced 

up to 50% compared with that of major collisions. It is 

proved that when z  [1, n] the minor collisions are 

reduced 50% of major collisions. 

4.4.3. Role of Major and Minor Collisions in 

Side Channel Attacks 

In the splitting process the key is split into k1 and k2 is 

performed before every elliptic curve scalar multiplication 

executions. If the key splitting process is subtraction, 

processing the key every time then the attacker can obtain 

the less information about the key words such as their 

hamming weights by averaging the side channel trace 

obtained. 

J is a some end of iteration in different key splitting 

schemes. If the j is increases or decreases depending upon the 

key splitting schemes. It is difficult for the attacker to locate 

the instances to manipulate the key. Based on the value of 

iteration of j we can define the Major or Minor Collisions. 

But the probability increases with the iteration of ECSM 

algorithm the collisions are same in major collisions or minor 

collisions then the attacker locate the instances to trace the 

key processes the data. If the collisions are not same in major 

collisions or minor collisions, the attacker unable to locate 

the instances on the processing key either SPA attacks or 

DPA attacks. 

5. Conclusion 

We have presented a background on side-channel attack 

s along with the different methods used to against side-

channel attacks. We provide the basic nature of the power 

analysis attacks and power consumption of cryptographic 

devices in side-channel analysis. SPA attacks can be 

prevented by making the ECSM execution uniform over 

all iterations, preferably with no dummy operations. The 

first order DPA attacks are based on the fact that 

intermediate points computed by the algorithm can be 

guessed by the attacker. Hence, to prevent them these 

intermediate points should be randomized. To resist those 

attacks, the key value should be randomized before the 

ECSM execution. 

According to the existing system it is not proved the 

probability of minor collisions increased or reduced of that 

major collision depends on the value of the least significant 

bits of jw length. We proved that mathematically the minor 

collisions are reduced up to 50% of major collisions. We 

analysis the role of major and minor collisions in side 

channel attacks 
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